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R
isk management is mandated
for defense programs in several
Department of Defense (DoD)
directives and initiatives,
including: DoDD 5000.1,

Defense Acquisition Management,
February 23, 1991; DoDI 5000.2,
Defense Acquisition Management Policies
and Procedures, February 26, 1993;
DoDD 5000.2-M, Defense Acquisition
Management Documentation and
Reports, March 5, 1993; and DoDD
4245.7-M, Transition from Development
to Production, September 1985. For
example, DoDD 5000.1 states:

Risk areas to be assessed at mile-
stone decision points include:
threat, technology, design and
engineering, support, manufac-
turing, cost, and schedule.1

In addition, Defense Systems Man-
agement College publications,
including Risk Management Concepts
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and Guidance (1989), provide
approaches for assessing and manag-
ing program risk. Despite these
guidelines and reference documents,
the risk management process has
been inadequately implemented in
some defense programs. For exam-
ple, the Air Force Acquisition Process
Review Team on Clear Accountability
in Design stated:

The contractor and government
program management team over-
estimates technology readiness,
downplays potential problems,
and fails to plan and perform
adequate risk management at

program initiation and through-
out the program, resulting in
unexpected cost overruns,
schedule delays, and technical
compromise. Initial impacts sur-
face as early as Demonstration/
Validation (DEM/VAL) and con-
tinue throughout succeeding
program phases. These effects
exist on all programs to varying
degrees.2

In this article we will discuss some typ-
ical deficiencies associated with risk
management processes for DoD pro-
grams. We will also examine in greater
detail how the risk management pro-

cess was improved for one DoD pro-
gram.

Some Common Risk Management
Deficiencies
The following paragraphs briefly
describe four risk management defi-
ciencies observed in several DoD pro-
grams that were in the DEM/VAL or
Engineering and Manufacturing Devel-
opment (EMD) program phases.

First Deficiency. The risk management
process is often weakly structured or
‘ad hoc’ for both the government and
contractors. There may be no clearly
delineated mechanism in-place for
managing program risk (e.g., organiza-
tional responsibilities, analyses, prod-
ucts, etc.), or if a risk management pro-
cess exists, it may be present on paper
only.

Second Deficiency. The risk assess-
ment portion of the risk management
process is often too subjective and not
adequately documented.

• The prescribed risk assessment cate-
gories may be overly broad (e.g.,
management, technical), leading to
difficulty in evaluating results and
implementing a viable, measurable
risk mitigation strategy.

• A weak risk assessment methodolo-
gy may be used, which introduces
considerable doubt as to the accura-
cy and value of the results for senior
management use.

• Ordinal risk assessment scales are
often incorrectly applied. Mathemati-
cal operations cannot be applied to
scores obtained from uncalibrated
ordinal risk assessment scales. Risk
values generated by mathematical
operations are generally meaningless
and may hide true risk issues.3

• The risk assessment results may be
summarized into broad categories
(e.g., low, medium, and high) with-
out sufficient backup to understand
the nature of the risk present.

• The government and contractors
may use different, incompatible risk
assessment methodologies making
comparing results difficult, if not
impossible.
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Third Deficiency. The emphasis of the
risk assessment process is generally on
the uncertainty associated with a spe-
cific event occurring, with less atten-
tion given to the consequence of the
event occurring. Risk is often inaccu-
rately referenced as only the uncertain-
ty term. However, it is the product of
the uncertainty and consequence
terms that yields risk.4,5 In addition,
both the uncertainty and consequence
terms require evaluation and tracking
over time.

Fourth Deficiency. Program risk
assessments and mitigation plans are
often unlinked. In addition, they may
be prepared on an as-needed basis
with limited tracking against key pro-
gram milestones.

Risk Management
Implementation in 
One DoD Program
The following paragraphs discuss how
the risk management process was
improved for one major DoD program
during the DEM/VAL phase. (Four

prime contractor teams initially 
existed during this program phase.
Two contractor teams remained fol-
lowing a down-selection approximately
2 years later.)

Initial System Program Office (SPO)
Risk Management Status. Risk man-
agement activities began early in the
DEM/VAL program phase to assess
whether or not critical program tech-
nologies existed or a viable path to
their availability was in-place. Initial
risk management activity was done in
an “ad hoc” fashion by relevant
experts. Organizations and individuals
supporting risk management were not
initially identified, nor were the analy-
ses or products structured or main-
tained. The first program risk assess-
ment was generated by a non-SPO
organization. It did not adequately
reflect the program’s Work Breakdown
Structure (WBS) nor accurately reflect
the level of risk present.

The government and each contractor
team used widely dissimilar and

incompatible risk assessment method-
ologies, making comparison of results
very difficult. Different ordinal scales
with inadequate definitions were used
in each risk assessment. Mathematical
operations were performed on the risk
scores, which rendered the results
nearly meaningless. Insufficient back-
up generally existed to permit indepen-
dent understanding of the results. In
addition, the government and contrac-
tor teams evaluated a somewhat differ-
ent set of risk categories which made
comparing results difficult.

The main emphasis was evaluating the
uncertainty term of risk. In all cases
except cost and schedule risk the con-
sequence term was derived from an
uncalibrated ordinal scale. When it
was estimated, the consequence term
was often multiplied by the uncertainty
term. Although this should yield risk,
the mathematical operation was invalid
for all but cost and schedule risk since
both the uncertainty and consequence
terms were derived from ordinal
scales.3 Finally, little emphasis was
placed on developing risk mitigation
plans.

Modified SPO Risk Management Pro-
cess. The SPO director (O-6) recog-
nized that deficiencies existed in the
risk management process. As a result,
the deputy SPO director (O-5) was
named the focal point for program risk
management. The deputy director
formed a Risk Management Working
Group (RMWG) composed of chiefs of
the SPO system engineering, technolo-
gy, and test divisions (O-4s and O-5s),
the SPO focal point for producibility,
and appropriate other government and
support contractor personnel.

The purpose of the RMWG was to pro-
vide risk-related products and recom-
mendations to the SPO director for
decision and implementation approval.
Some of the RMWG’s key responsibili-
ties included:

• establishment, adoption, and appli-
cation of risk management method-
ology;

• identification of all program risks;
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• generation, control, and update of all
approved program risk assessments;

• coordination with government agen-
cies, laboratories, and contractors for
risk assessment inputs, updates, and
reviews;

• integration and verification of risk
assessment inputs and updates;

• validation of program risk assess-
ments;

• documentation of risk assessments
and risk mitigation plans;

• evaluation of the feasibility of pro-
posed risk mitigation alternatives;

• tracking risk mitigation progress
over time; and

• review of program contract-related
items for content necessary to permit
support of risk assessment activities.

Membership on the RMWG was limit-
ed in size to facilitate working in a
“shirt sleeve” environment. Over time,
RMWG membership evolved to reflect
changes in SPO organizational struc-
ture and the addition of new risk cate-
gories requiring evaluation. As needed,
RMWG splinter groups were formed to
resolve issues and action items that
required specialized attention.

The responsibility for generating cost
risk assessments remained with the
SPO Program Control Division. (Both
the government and contractors had
suitable software tools for performing
cost risk assessments.)

Initial RMWG meetings occurred to
generate SPO-position risk assess-
ments. The appropriate WBS level to
perform the risk assessment varied
between risk categories. For exam-
ple, threat risk assessments were typ-
ically performed at a high WBS level
(e.g., level 2), while technology risk
assessments were typically per-
formed at lower WBS levels to reflect
key assembly items or parts (e.g., lev-
els 5 or 6).

The reason for performing the risk
assessments was twofold. First, it pro-
vided suitable material for the SPO
director to respond to requests for risk
assessments by DoD personnel. Sec-
ond, it permitted the identification of

moderate- and high-risk items poten-
tially present in the contractor designs.
This facilitated the generation of a pri-
oritized list of risk items critical to the
program. It also permitted the SPO
director to apply available resources
and defend the need for additional
resources for critical supporting pro-
grams both within and outside the
SPO’s jurisdiction.

The RMWG operations concept was to
have a small splinter group develop
strawman risk assessments for each
item identified in the baseline design.
These strawman assessments were
then evaluated by technical experts
associated with each hardware or soft-
ware WBS area. A 1-day RMWG meet-
ing was then held to generate final risk
assessment scores and supporting
rationale. An advantage of using this
tiered assessment approach was that
reliable risk assessments were generat-
ed in a relatively short period of time
while placing only a slight burden on
personnel. The period of time typically
necessary to perform a program risk

assessment was less than 3 calendar
weeks, with most of the work per-
formed in less than 1 week.

The risk assessment process was part
of a larger multi-step SPO risk manage-
ment process. Risk assessment outputs
were inputs to a supporting program
assessment, necessary to identify criti-
cal technology and manufacturing pro-
grams needed for the program. Items
identified as having high design and
engineering, manufacturing, or tech-
nology risk would likely require a
breadboard, prototype, and prototype
qualification to eventually lead to a low
risk level, while items identified as
moderate risk would likely require a
prototype and prototype qualification.
Potential Milestone II exit criteria were
evaluated against various program
options to identify critical issues and
develop suitable implementation plans.
A risk mitigation plan was developed
for technology and manufacturing sup-
porting programs, and an issue resolu-
tion plan was developed for test exper-
iment programs.
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Technical performance measurements
were identified and used to aid in
tracking the risk mitigation process for
design and engineering, manufactur-
ing, and technology risk issues. Of key
importance was how the risk mitiga-
tion plans were implemented over
time, and whether suitable progress
was being made to reduce the identi-
fied level of risk present. (For example,
were planned experiments performed
on-time, and were the results achieved
from the experiments consistent with
anticipated performance goals?)

Critical to the success of the risk man-
agement process was the derivation
and acceptance of risk assessment
ground rules and assumptions. A key
ground rule necessary for any risk
assessment is the reference time frame.
We assumed that the risk assessment
represented the current [today’s] status
for each item evaluated, and not a pro-
jected status at some future time.
Future time frames generally have too
many uncertainties to permit an accu-
rate, consistent evaluation. In addition,
several assumptions had to be devel-
oped and applied across the board to
the risk assessment process. These
assumptions included information per-
taining to:

• mission objective requirements;
• threat evolution;
• design life and mean mission dura-

tion;
• parts quality;
• hardness levels;
• technology freeze and initial opera-

tional dates; and
• annual production rates and total

production quantity.

Existing design and engineering, man-
ufacturing, and technology ordinal risk
(uncertainty) scales were modified to
reduce inconsistencies and improve
assessment accuracy. Supporting text,
including definitions of key terms, was
generated to further assist risk analysts.
Surprisingly, even a common term
such as “prototype” may represent dif-
ferent levels of hardware maturity
between the Services and other govern-
ment agencies.

A matrix of risk scores composed of
each WBS item and category was
generated and reported. Thresholds
were identified for summarizing risk
assessment results to low-, moder-
ate-, and high-risk levels, and a set of
summary charts condensing the risk
results into these categories was
developed. Detailed results were pre-
sented in quad charts to provide
senior SPO management with infor-
mation to make rapid, accurate,
high-confidence decisions regarding
resource allocation and critical pro-
gram-level decisions.

Risk assessment summary level charts,
detailed matrix charts, and quad charts
were successfully used by the SPO
director on several occasions to brief
the program to higher-level DoD and
Service management. They were also
used to measure the claims of outside
technology programs in terms of how
they benefited the program. In some
cases the risk assessment results
shaped the direction of outside tech-
nology programs to increase the likeli-
hood that they would yield products
useful to the program. Finally, DoD
recommended that related programs
consider implementing the risk man-
agement process developed by this
program.

The SPO risk management process
was provided to the contractors at a
major program milestone. The contrac-
tors were given some of the risk
(uncertainty) assessment scales and
supporting rationale to interpret the
scale definitions. We found that with-
out supplemental clarifying informa-
tion, analysts often assigned incorrect
risk scores. The contractors were
instructed not to perform mathemati-
cal operations on uncalibrated ordinal
risk scales (as each had previously
done). They were, however, encour-
aged to investigate using enhanced risk
assessment approaches if possible (e.g.,
quantitative analyses based on cardinal
numbers). The contractors were con-
tractually required to submit annual
Risk Assessment Reports, including
detailed risk assessments and risk miti-
gation plans for any item identified as
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having a moderate or high score for
the required risk categories.

Several follow-ups were needed with
each contractor team over the next
year to insure that the risk manage-
ment process had been properly assim-
ilated. One key SPO concern was that
artificially low risk scores and overly
optimistic risk mitigation plans might
result since the two remaining contrac-
tor teams were still in competition. The
contractors were instructed that real-
ism in assessing and documenting risk
and generating suitable risk mitigation
plans was of paramount importance.
Artificially low risk scores and unrealis-
tic risk mitigation plans were unaccept-
able to the SPO.

Risk (uncertainty) assessment method-
ologies were also developed for a num-
ber of risk categories. Ordinal scales
were developed for evaluating design
and engineering, support, and technol-
ogy software risk, support risk, threat
risk, hardware/software integration
risk, and test procedures risk. Ordinal
scales were also developed for assess-
ing the ability to meet mission objec-
tives.

In addition, several ordinal scales ini-
tially developed to categorize mission
failures associated with a historical
database were transformed to conse-
quence of occurrence scales. The
resulting consequence of occurrence
scales were far better suited for use by
the program than the single scale used
earlier by the RMWG.

We used ordinal scores in assessing all
but cost and schedule risk. (Cost and
schedule risk were assessed using
Commercial Off The Shelf software
that yields risk — encompassing both
the uncertainty and consequence
terms.) Although suitable ordinal
scales can clearly be developed for the
required risk categories, some substan-
tial limitations exist in their use.

First Limitation. Ordinal scales yield a
rank-ordered list of risk (uncertainty)
ratings with generally nonlinear scale
increments.

Second Limitation. Since the scores
are ordinal, they are not mathematical
probabilities, which are cardinal num-
bers.

Third Limitation. Some correlation
may exist between risk subcategories
and categories.

Fourth Limitation. The scale cate-
gories may not be composed of a com-
plete set of subcategories.

Fifth Limitation. It is not mathemati-
cally possible to generate confidence
intervals for ordinal scales.3

Future Direction
An enhanced risk management process
was derived based upon experience
obtained from two separate programs.
Here, the RMWG functions have been
split into a Risk Management Advisory
Group composed of analysts, which
develops, reviews, and revises risk
assessments and risk mitigation plans,
and a Risk Management Board com-
posed of senior SPO managers, which
is responsible for prioritizing risks and
allocating resources to mitigate risks.
Improved methods for performing risk
assessments, planning risk mitigation,
and reporting results were also devel-
oped for use by government and con-
tractor analysts.

Closing 
Comments
The risk management process and
information available to senior man-
agement for critical decision making
was substantially improved over a 3-
year period. However, as one would
expect in this difficult program man-
agement area, some deficiencies can
still be identified. Most of these defi-
ciencies relate to cognitive issues asso-
ciated with the reluctance to address
program risk in an unbiased fashion.
These problems are generally difficult
to solve or even identify. For example,
the National Research Council stated
that the risk assessment process can be
adversely impacted by:

• an inappropriate reliance on limited
data;

• the tendency to impose order on
random events;

• the tendency to fit ambiguous evi-
dence into predispositions;

• the tendency to systematically omit
components of risk; and

• overconfidence in the reliability of
analyses.6

In addition, when faced with ambigu-
ous or uncertain information, people
have a tendency to interpret it as con-
firming their preexisting beliefs; with
new data they tend to accept informa-
tion that confirms their beliefs but to
question new information that con-
flicts with them.7

Those responsible for program risk
management must recognize that hav-
ing a faithfully followed, structured risk
management process is critical to max-
imizing program success. However, for
the risk management process to yield
worthwhile results it must be
embraced by the senior SPO leader-
ship and applied in an unbiased
fashion.
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